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Privacy Officer

Purpose 

The purpose of this P&P is to identify the responsibilities of the Division’s Privacy Officer.

Policy 

It is the policy of the Division to assign to one person responsibility for assuring compliance with HIPAA requirements through education and oversight and to deal with clients, business associates and the public on matters related to protection of personal health information.

Procedure

The Director of the Division will appoint a Privacy Officer for the Division and notify all staff of the name and contact information for the Privacy Officer.  The Privacy Officer will be knowledgeable about the federal HIPAA law and regulations, about the department’s efforts, and about the division’s HIPAA policies and procedures.

Duties

General Purpose: The privacy officer oversees all on-going activities related to the development, implementation, maintenance of, and adherence to the division’s policies and procedures covering the privacy of, and access to, consumer health information in compliance with federal and state laws and internal information privacy practices.
Responsibilities:
· Provides development guidance and assists in the identification, implementation, and maintenance of DBH’s information privacy policies and procedures in coordination with DBH’s Security Officer and DHSS HIPAA Coordinator and other HIPAA officials. 
· Serves in a leadership role for the Privacy Oversight activities and reports to Senior Management.
· Performs initial and periodic, at least annual, information privacy risk assessments.
· Works with departmental and other staff to ensure DBH has and maintains appropriate privacy and confidentiality authorization forms, information notices and materials reflecting current organization and legal practices and requirements.

· Oversees, directs, delivers, or ensures delivery of initial privacy training and orientation to all employees, volunteers, professional staff, contractors, alliances, business associates, and other appropriate third parties.
· Participates, with departmental and division staff, in the development, implementation, and ongoing compliance monitoring of all business associate agreements, to ensure all privacy concerns, requirements, and responsibilities are addressed.
· Establishes with DHSS HIPAA Coordinator and DBH staff a mechanism to track access to protected health information, within the purview of the organization and as required by law and to allow qualified individuals to review or receive a report on such activity.
· Works cooperatively with the program staff in overseeing individual rights to inspect, amend, and restrict access to protected health information when appropriate.
· Contacts individuals or their representatives regarding denial of access to designated record sets.

· Establishes and administers a process for receiving, documenting, tracking, investigating, and taking action on all complaints concerning DBH’s privacy policies and procedures in coordination and collaboration with other similar functions and, when necessary, legal counsel. 
· Ensures compliance with privacy practices and works with Human Resources staff to assure consistent application of sanctions for failure to comply with privacy policies for all DBH staff, extended workforce, and for all business associates, in cooperation with Human Resources, the information security officer, administration, and legal counsel as applicable.
· Initiates, facilitates and promotes activities to foster information privacy awareness within DBH.
· Alerts staff, as necessary, to breaches of security and privacy of PHI and recommend to staff and the Director changes in practices to protect PHI.
· Serves, with the Security Officer, as a member of, or liaison to, DHSS’s Institutional Review Board ( IRB) or Privacy Committee, should one exist.
· Works with the DBH Security Officer to review all system-related information security plans throughout DBH’s network to ensure alignment between security and privacy practices, and acts as a liaison to the information systems department.
· Works with all DBH employees involved with any aspect of release of protected health information to ensure full coordination and cooperation under DBH’s policies and procedures and legal requirements
· Maintains current knowledge of applicable federal and state privacy laws and monitors advancements in information privacy technologies to ensure organizational adaptation and compliance. 
· Cooperates with the Office of Civil Rights, other legal entities, and organization officers in any compliance reviews or investigations. 
· Works with DHSS administration, legal counsel, and other related parties to represent DBH’s  information privacy interests with external parties (state or local government bodies) who undertake to adopt or amend privacy legislation, regulation, or standard. 
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